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Should you replace your DCS with PLC-SCADA?

For decades owners of large, complex, continuous and batch processes have relied on Distributed Control
Systems (DCS) to control their plants. This technology is designed specifically for this purpose and
reduces engineering costs associated with design, build, operation and maintenance phases of the project
lifecycle.

However, to gain these benefits, asset owners must pay for the greater upfront development costs DCS vendors
incur with more expensive software, hardware and engineering hours — and can easily become ‘locked in’ to their
suppliers ecosystem by the proprietary nature of the technology. In recent years an increasing number of end user
organisations are looking to save on industrial automation by using cheaper, PLC and SCADA technology.

As more of a ‘blank canvas’ Programmable Logic Controllers (PLC) and Supervisory Control And Data Acquisition
(SCADA) systems require more engineering time and expertise to develop and maintain solutions of equivalent
complexity and function.

Essentially this discussion boils down to a trade-off between engineering a solution from scratch or buying one
with a large number of components already made. As you'd expect, there’s more factors you'll want to consider
based on your company’s situation and objectives but this paper aims to give you clear guidelines for making the
right decision.

Key Takeaways

e Gain high-level insight into the fundamental difference between these control system types

e Understand the pros and cons of each, and how these impact ownership costs over system lifetime
e See a direct costed comparison of the two system types

e Learn about how DCS and PLC-SCADA solutions are likely to develop in the future

e Main factors which should drive your decision
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1. Introduction

To provide centralised control of your plant you need a DCS or SCADA based control system. These provide
interfaces for staff in control rooms and on the factory/plant floor, giving them visibility and control over
operations.

If you have an existing DCS, or are looking at implementing one, it pays to thoroughly understand the differences.
Despite the technology these systems are based on having converged to some degree in recent years, they still
represent significantly different options. The best choice for your organisation doesn't necessarily depend on the
complexity of your process - more your in-house engineering expertise, risk-appetite and supply chain strategy.

2. The Difference

You can be forgiven for thinking there’s no longer a big difference between DCS and PLC-SCADA systems.
Nearly all the functionality offered by a DCSs can be provided by a PLC-SCADA-based system. Also, since
most vendors recommend installation on Microsoft’s Windows operating systems there’s little to tell them
apart when interacting with them day-to-day.

Before we dive in, let’s clear up some ambiguity in the terminology being used. When people in the industrial
automation industry typically refer to DCS, we really mean proprietary distributed control systems. Over time the
DCS acronym has moved from being used to define an architecture where “autonomous controllers are distributed
throughout the system™ to tightly integrated control systems based on the proprietary technology of a single
supplier. As opposed to PLC-SCADA solutions which, even if all components are purchased from one supplier are
based on open communication protocols.

Historically, DCS solutions were best suited to large, highly automated plants, operating in highly regulated
industries. Here the perceived reduction in risk associated with sourcing all process control and automation
equipment from a single supplier - “having one number to call” (should things go wrong) - was worth paying a
premium for. Add the fact DCSs were easier for in-house engineers to modify and expand alongside changes to
the physical plant, meant previous generations of SCADA technology were unable to compete.

PLC-SCADA systems on the other hand grew out of discrete manufacturing industries where automation tends
to turn things on and off, rather than closely control a chemical processes. Here small, low-cost equipment was
needed which didn’t often need to be connected to anything else. Over time the machines controlled have grown
more sophisticated, and centralised data acquisition and supervision introduced. The resulting evolution has
narrowed the gap between PLC-SCADA solutions and DCSs in terms of their capabilities. However the initial
overhead associated with designing a system of comparable functionality and scale to a DCS, means PLC-SCADA
solutions are still considered by many as unsuitable for large or complex applications.

2.1. Myths to Dispel

Most of the myths listed below were true at one time. However making decisions based on these common
misconceptions today risks missing the opportunities available from using the latest PLC and SCADA technology.

e PLC-based systems aren’t capable of handling large quantities of signals (1/0)

Modern PLCs are capable of processing just as many (sometimes more) signals as DCS controllers.
Further the software and database technology adopted by modern SCADAs is more than capable of
handling huge numbers of signals, powering advanced graphic displays and more.
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e Integration with higher-level business systems is only possible with a DCS

Modern SCADAs are just as capable of being integrated into IT systems as DCS solutions. In fact there
can be no additional license to pay unlike when these integrations are offered by DCS vendors.

o High-availability and redundant architectures require a DCS

PLCs are now available from a number of manufacturers which allow redundant and high-availability
architectures to be built. Remote 1/0 systems with hot-swappable modules also exist, compatible with
industry standard, open communication protocols.

e Only a DCS can provide multi-operator interfaces and advanced alarm management

This is another area where modern SCADAs have caught up. There may be more configuration effort
required but features such as alarm KPI dashboards, email and SMS texts and integration with external
systems is all possible.

e Frequent plant modifications/extensions are easier with a DCS

Once a library of software modules have been created in a PLC-SCADA system the engineering time to
perform plant expansions and modifications is equivalent to a DCS, and the method for doing so no
more complicated providing sufficient thought has gone into this process during initial system design.

e PLC-SCADA systems can’t handle batch operations

While complex batch processes may be easier to design and build using a DCS; simple processes and
recipe management can be performed by PLC-SCADA systems.

o DCSs represent the latest technology and offers a ‘higher end’ solution than PLC-SCADA
On the contrary, PLC-SCADA products are where the latest technological developments are introduced

first. Due to the regulated industries they serve, and the certainty that vendors provide as part of their
offer, DCS technology often lags that of PLC-SCADA systems.

Today, there are few — if any — ‘hard’ technical differences between the two types of system exist. Owners of
complex batch processes may still benefit from tight integration between the batch engine and PLC logic of a DCS
solution but even this advantage is being eroded as Manufacturing Execution Systems develop.

So... if a “DCS” can be built with products based on open technology
just as well as proprietary ones, is a discussion still needed?

3. What’s Changed?

End-user views on this debate are changing at different rates across industries. I’ve seen chemicals
manufacturers with batch processes ‘upgrade’ from DCS to PLC-SCADA solutions. Others in the same
industry still see the benefits of keeping their DCS. Many however are now evaluating both technologies
when they look to replace aging equipment which is no longer supported by the original manufacturer.

So are there best practice guidelines? Not really. Many write on this subject, some try to distil the decision down
to simple criteria such as the number of signals or whether the process is continuous. More recent thinking on the
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subject — at least from those without a vested interest in selling DCSs - acknowledge the decision often comes
down to “non-technical” factors. This is another way of saying the best solution for a company will likely be
determined by its culture, competence, innovation strategy and the total cost of ownership over the lifetime of a
system, rather than the technical limitations of available technology.

3.1. Current Thinking

Like a company’s decision to make or buy2, whether a DCS or PLC-SCADA is best is now determined by factors
such as:

e In-house control and automation expertise — what expertise do you have at the moment? Are you
planning to keep this into the future, increase or decrease the size of your engineering department. This
likely has the biggest impact on the decision, as without in-house knowledge and capacity to own and
drive development of control systems your company is likely better off buying-in engineering expertise.

e Supply chain management strategy — how do you use equipment and technology? Whether you
proactively manage assets throughout their life, or run them into the ground then replace them, has a
bearing not only on the DCS vs PLC-SCADA decision but also on who you use to supply the technology.

e Innovation strategy — are you looking to select technology ‘once and for all’, or do you intend to
continue developing and improving it throughout its life? Whether you operate in a highly regulated
industry also has a bearing on this, but will not be the sole contributor to this factor.

Fundamentally, the choice comes down to whether your organisation is willing (and able) to take responsibility
for specification of its automation technology; or happy to trust this to a supplier. To determine the best choice for
your organisation you must evaluate the costs of doing this work in-house against those associated with accepting
a suppliers standard solution.

If you're in a technical role, consider whether other purchases tend to be tightly controlled by an in-house subject
matter expert or trusted advisor. If so, there should be appetite to invest in taking the same approach for industrial
automation.

Or are you the budget holder? In which case, how much do you value the contribution of operational technology
to your business’s strategy objectives? Are you willing to trust this to a supplier - motivated not only to show you
results but also sell as much technology to you as possible?

3.2. Lifecycle Costs

To understand where the two options stand in terms of their cost of ownership, we conducted a survey of
automation vendors and end users. We reviewed the prices vendors say they charge for different products and
services, then compared them to the costs end users told us they’ve paid. We then normalised the results to come
up with comparable numbers for a ‘typical’ control systems.

Projections showing the annual costs of system ownership over 20 years including initial project delivery and
broken into the following categories, are shown below:

e Engineering - in-house and/or external engineers
e Hardware - physical system components
e Software — one-off software licenses

e Subscription — ongoing cost of incremental product updates, security patches and upgrades
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DCS Annual Cost of Ownership Projection
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PLC-SCADA Annual Cost of Ownership Projection
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It is clear PLC-SCADA based solutions are not always cheaper, initial project costs (shown here spread over the
first 2 years) look equivalent. PLC-SCADA solutions typically need a more detailed requirements capture and
design phase during the initial project — say where a legacy system is being replaced and limited documentation
exists. In these cases the increased cost of engineering counters savings made in software and hardware costs
associated with a DCS which comes to some degree pre-configured.

Our research shows initial project costs for PLC-SCADA solutions working out at £75,000 more than those for
an equivalent DCS (£2.375 million, rather than £2.3 million respectively).

That said, savings start to be realised following the initial project, after which the cost of maintaining, updating
and upgrading a PLC-SCADA solution remains cheaper throughout the lifetime of the system. This is down to PLC-
SCADA system owners having a choice of potential suppliers throughout the system lifecycle.

To allow an easier comparison of the Total Cost of Ownership the projection below shows the accumulated costs
associated with each system type.
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After 20 years the total cost of ownership of each system works out to be:

DCS Total Cost of Ownership = £6,305,000
PLC-SCADA Total Cost of Ownership = £4,920,250
Difference = £1,385,000

The stark differential during the systems’ operational phase is due to increased costs in 3 of the 4 categories
analysed:
e Engineering — DCS vendors tend to charge more for engineering services
e Hardware — additional/spare hardware for DCSs tends to be more expensive

o Software — charges for connecting 3rd party systems, increasing system size and adding functionality
also tend to be more expensive within the ‘walled garden’ of a DCS solution

3.3. Other Considerations
Pricing Risk

Many end users put their decision to select a DCS down to “pricing risk”, this could also be described as “pricing
convenience”. The main reason for DCS being considered “less risky” is using a single supplier for all design,
system components, installation and support, removes integration risk.

In selecting a DCS solution you give responsibility for system design, reliability, availability and lifecycle
management to your chosen supplier. Whereas buying a PLC-SCADA solution requires more of this work be done
either in-house or by a 3rd party, typically a systems integrator who buys-in system components.

Should any aspect of the initial project or subsequent system performance not meet the agreed specification,
dialogue is only needed with one party in the case of a DCS. With a PLC-SCADA solution, while the systems
integrator is the first point of contact they will need to liaise with component manufacturers and/or other service
providers to resolve issues.

Whether savings made over the system lifecycle justify the additional work involved in managing or outsourcing
this risk is dependent on how well equipped your organisation is, or intends to be, in this area. Knowing many end
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user organisations have reduced headcount over recent years, outsourcing much of their high-level engineering;
DCS vendors make buying their solutions easy and often discount projects to secure the higher margin ‘service’
business they know follows.

Innovation

If your company embraces the latest technology and aims to define, rather than adopt, industry best practice
there are compelling reasons to select a PLC-SCADA solution.

Technology used to build proprietary DCSs tends to lag that used in PLC and SCADA products. This is due to
its historic use in highly regulated industries where equipment typically needs to have been ‘proven in use’ before
it can be put into active service. Most vendors provide both DCS and PLC-SCADA solutions. Because the number
PLC-SCADA systems sold outnumbers those of DCS, development of PLC and SCADA technology is prioritised.
DCS solutions can then be built on top of this software and equipment once it has spent a sufficient time running
in production environments.

PLC and SCADA products, on the whole, come onto the market equipped with the latest features and are
compatible with the latest communication protocols. Also the flexibility offered by a system based on Open
Technology greatly reduces the integration costs associated with experimenting with new technology and
conducting proof of concept projects.

Digital Transformation and Industry 4.0

With all companies at least considering — if not well into the process of — digitising their operations, understanding
how your control system fits into your organisations’ digital strategy is essential.

While DCS vendors continue to charge significant license fees to connect 314 party systems to their products,
the manufacturers of modern SCADAs encourage their connection to other systems by including the necessary
functionality as standard. This allows scalable modern system architectures compatible with the latest lloT
(Industrial Internet of Things) smart devices, advanced data analytics and integration with IT systems.

Below are representations of a ‘traditional’ or Industry 3 automation architecture and that of a modern Industry
4.0 solution.

Cloud

ERP

MES

SCADA Unified

Namespace

HMI

PLC

Architecture of manufacturing businesses based on Industry 3.0 and Industry 4.0 principles
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The traditional system (left) requires all data to flow through every component, requiring updates to each when
changes are made. The Industry 4.0 system architecture features a central repository (‘Unified Namespace’),
automatically updated when one of the satellite systems is updated. This greatly reduces the costs of keeping
systems up to date and encourages innovation and experimentation where advanced data analytics continually
propose better ways to work.

Due to their proprietary nature and way DCSs are licensed the costs of using them to build an architecture based
on Industry 4.0 principles will increase significantly through time. Unfortunately we weren’t able to include for this
in the projections above due to a lack of installed examples. As this will be an increasingly important consideration
for most owners of DCSs, it will no doubt be the subject of a subsequent white paper.

4.Best Approach for You

A PLC-SCADA based solution deserves serious consideration by every company facing this discussion.
To determine whether it’s the option you should select boils down to whether you can answer the following
question positively:

e |s your organisation equipped, willing and able to take responsibility for the design
and upkeep of its control systems?

If so you are in a position to benefit from the cost savings, commercial and technological advantages of a
PLC-SCADA solution.

Use the checklist below to evaluate this in more detail. Your organisation may have other criteria which need to
be considered, and likely won’t give equal weight to the considerations we outline. So before you start add any
additional criteria to this list then consider a weighting to apply to each.

Consider how strongly you agree with the statements in each category. A higher score suggests a PLC-SCADA
based solution will better suit your organisation.

Innovation | Formal process exist for conducting proof of concept projects - justifying them, measuring their
success, then acting on the results.

Investment is made into generating ideas and research and development.
We develop best practice.

Skills System documentation is kept up to date, backups are regularly taken, and lifecycle management
plan is in place and technology is a key component of the business strategy.

We have dedicated technical resources in-house or trusted suppliers who are reliable.
Suppliers | We prefer to put technology purchases and support contracts out to competitive tender.

Going to the market with new project opportunities ensures we always consider the latest
technology and make the most of supplier experience.

Culture The company invests strategically in increasing the productivity of its workforce.
Our customers’ needs drive continual innovation and improvement.

We constantly update and adapt our processes to fit market and client requirements.
Cost The organisation is willing to invest now, to make future savings.

Having multiple potential suppliers is a key part of our procurement strategy.
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5. Conclusions

Is your organisation equipped, willing and able to take responsibility for the design and upkeep of its
control systems?

This doesn’t have to be done in-house, but if you plan to use external contractors it’s crucial to incentivise them
correctly so their interests align with yours. Do this by effectively communicating your long-term strategy and
objectives, then ensuring success of any contracts contribute towards them.

If your company is not in a position to take responsibility in this way, or you'd prefer to build a strategic
partnership with a single supplier, a DCS represents a better solution. But if you take this route, do not begrudge
the subsequent charges made to maintain and improve the system, remembering the work you saved by opting
for this approach.

Get in touch if you would like to discuss any aspect of this white paper, or are looking for help or advice making
this important and enduring decision.

+44 161 660 4293

projects@op-tec.co.uk

6. References

1. Definition taken from Wikipedia's page on distributed control systems:

‘Distributed control system’. Wikipedia, accessed 19th Aug 2021
<https://en.wikipedia.org/wiki/Distributed control system>

2. A good definition of the ‘make or buy decision’ can be found on Investopedia:

Will Kenton 2021. ‘Make-or-Buy Decision’. Investopedia, accessed 18t Aug 2021
<https://www.investopedia.com/terms/m/make-or-buy-decision.asp>

3. We based our projections on the following assumptions:
a. 20 year system lifetime
b. System with 3,500 signals (I/O points) and 8 operator consoles
c. Commitment to vendor software subscriptions and 5 yearly updates to the latest system version
d. One plant modification project carried out every 5 years (starting in year 3)

IMPORTANT NOTE: Cost information provided is for comparative and discussion purposes
only and should not be used to budget for, benchmark or otherwise price a control system.
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